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Better
by Design

CYBER-ATTACKS ARE INEVITABLE.
IS YOUR BUSINESS RESILIENT?

Nearly a year after the COVID-19 virus first surfaced, 

the world is still suffering the effects of a pandemic 

that has claimed more than a million lives and brought 

the global economy to its knees. While the human toll 

remains the biggest tragedy, the pandemic has also 

spotlighted the fragility of interconnected economies 

that for years have prioritized efficiency over resilience.

Despite years of stark warnings from health experts 

about the need to get ready for a global pandemic, 

several countries were unprepared to manage the 

outbreak. The ongoing challenge of the COVID-19 

response highlights that business leaders must take 

steps now to prepare for the next major crisis. Given 

the rapid escalation of cybercrime and ransomware 

in recent months, that next crisis could very well be a 

major cyber-attack, which some organizations have 

already experienced.

THE FIRST STEP IS ACCEPTANCE

Results from the World Economic Forum’s 2020 

Executive Opinion Survey — conducted between 

January and July — show that cyber-attacks are the top 

perceived risk for US respondents, with the spread of 

infectious disease ranking second.

As cyber criminals become more savvy and better 

organized, it is not a question of “if” cyber-attacks will 

happen, but rather when. The risk is accentuated by 

increased connectivity, which has created a web of 

dependence across businesses that malicious actors 

are exploiting, especially given the expansion of attack 

surfaces in today’s heavily remote working environment.

Still, many businesses do not prepare adequately — or 

at all — to respond to the far-reaching and potentially 
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catastrophic effects of an inevitable major cyber event. 

In part, this may be because they are unsure how to 

prepare. The 2019 Global Cyber Risk Perception Survey 

by Marsh and Microsoft found that while companies’ 

concerns about cyber risk were on the rise, confidence in 

their ability to manage cyber risk had dropped over the 

previous two years. Worse, organizations said they tended 

to focus more on cyber-attack prevention rather than on 

building cyber resilience.

Getting ahead of cyber risk requires a change of risk 

management strategy. Businesses need to: 1) shift from 

a prevention mentality towards accepting that an attack 

affecting their operations is very likely, and 2) expand their 

focus to improve their ability to respond to and recover. 

However, organizations often aren’t ready to accept the 

likelihood of a cyber-attack. Instead, they move through 

a version of the five stages of grief   — denial of their 

cyber vulnerabilities, anger at being required to devote 

scarce time and resources to dealing with cyber threats, 

bargaining through a ramp-up of cybersecurity spending 

as the primary mitigant, and, finally, accepting the reality 

of cyber risk and the need to manage it holistically.

Only by acknowledging and embracing the inevitability of 

cyber-attacks  — whether they occur next week, next year, 

or further down the line — can organizations proactively 

address the potential impact on their operations, balance 

sheet, and reputation.

PLAN YOUR RESILIENCE STRATEGY 
WITH AN ALL-BUSINESS APPROACH

There is no firewall effective enough to guarantee full 

protection, and a cyber incident will have repercussions 

throughout the organization, not just on IT. Rather than 

limiting their focus to the technical and legal implications 

of a cyber incident, leaders also need to assess and 

manage the potential effects of a cyber-attack on the 

entire business.

Cyber risk is a business risk that should be measured 

in dollars, not bytes. Because a cyber incident will have 

repercussions on the whole organization, it is essential 

to have an all-hands- on-deck approach to developing 

a cyber risk management plan. Instead of siloed within 

the IT department or treated solely as a technology 

problem, key stakeholders in the organization — including 

managers from finance, IT, risk management, legal, 

compliance, and human resources departments, as 

well as the CEO and the board — should be involved in 

managing cyber risk. Departments that ordinarily operate 

independently need to identify interdependencies and 
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common points of failure. They need to consider how 

both cyber-attacks and their response plans will resonate 

throughout the organization. And, it’s essential to 

consider how current business dynamics may shape the 

cyber threat environment and the organization’s ability to 

respond, for example how the expanded attack perimeter 

in the era of remote working is heightening cyber risk.

Like many other business challenges that require cross-

functional coordination, a financially-driven process can 

improve communication between business units and 

support building data-driven response strategies to a 

range of possible cyber incidents.

PRACTICE, PRACTICE, PRACTICE

Building cyber resilience requires the ability to recognize 

an attack, the preparation to react quickly, and the 

agility to adapt as the crisis evolves. Organizations 

should develop a framework that allows for a flexible and 

adaptable response to a range of adverse events —  

and then practice, practice, practice. Rehearsing the 

cyber incident response plan is crucial for testing the 

organization’s response capabilities, for ensuring key 

players understand their roles, and for performance 

improvement. Actions and investments will depend 

on business priorities, but it’s crucial for plans to be 

adaptable to new circumstances, allowing the business 

to quickly and effectively pivot. A successful response 

can only be achieved through regular scenario exercises 

that include all stakeholders and take into consideration a 

range of scenarios.

Despite the crucial role of rehearsals, organizations often 

fail to give them consistent and adequate attention, limiting 

these efforts to infrequent meetings that simply review an 

existing plan. When practicing cyber incident response, 

it’s crucial to challenge the team to build experience with 

and identify shortcomings in existing plans. In addition, 

rehearsals should engage outside business partners and 

incident response experts, allowing you to practice working 

across boundaries before an event.

Beyond preparation, cyber response exercises often also 

allow an organization to inform its investment strategy in 

additional layers of cyber prevention and defense.

Cyber resilience enables businesses to better withstand 

the effects of attacks. It can also give you a competitive 

edge, enabling you to take strategic risks, make data- 

driven investments, confidently embrace the ongoing 

digital transformation, and fully realize your business, 

employee, and client service potential.
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