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Pandemic Brings Clarity of Strength and Opportunity

• Forces that are fundamentally reshaping societies—technological innovation, business-model 
disruption, societal inequality, and workforce automation—and it’s clear that an epidemic of stress has 
been building, with the COVID-19 crisis as the tipping point.

• Different resource deployment for different propose (i.e., COVID working groups, etc.). 

• Reinvigorated potential to include “niche” degree that create opportunity to reach new populations via 
certification, hybrid learning model, worldwide student outreach.

• Financial crisis create career changes – adult learners on the move – higher education meets those 
emerging needs.

• Cost of education at the crux of financial strategy – how do you define value of education?  
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Digitization of Higher Education – Disruption Creates Opportunity 

• The pandemic forced schools to move quickly to remote learning and other delivery 
models, launched affordability initiatives, and found creative ways to support their 
students. 

• A new opportunity to fully embrace technology in delivery of core mission is now present.

• Business continuity of operations relies on and creates internal demands on IT 
infrastructure.

• Create “bridge” for digital divide – staff, faculty, students.
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2020 Cyber Threat Landscape:  Dynamic and Evolving
Higher and Higher “Watermark” Over 5-Year Horizon

2013-15 2020201920172016

Data Breach “Mega” Breaches

Business Interruption

Phishing/Business Email Compromise

Ransomware

Global 
Cost of 

Cybercrime:  
$6 Trillion by 

2021*

2018

DDOS

* https://www.herjavecgroup.com/the-2019-official-annual-cybercrime-report/

2012-2019: up 70%  / + $62B to ~$150B

2019-2028: up 65% / + $98B to ~ $250B

Dominated by external spend on      

managed security services

Cybersecurity 
spending is at 
an all time 
high, and 
growing

Technological and cyber threats
are the number one concern            
for executives doing               
business in North America

Cyber events are increasing in frequency and severity, 
particularly in our current global pandemic environment

Three of the top

five risks are 

technology & 

data driven 

Sources: Gartner data on cybersecurity spending; 2019 Marsh Microsoft Global Cyber Risk Perception Survey for top threats.
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Cyber Confidence Has Declined

Sources: Marsh Microsoft 2019 Global Cyber Risk Perception Survey

2020 AFP Risk Survey Report

Over half (53%) of treasury 

professionals say 

cybersecurity risk is the 

most challenging risk to 

manage, and three years 

from now will continue to be 

the most complex risk to 

manage.
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Ransomware Landscape 

• Ransomware attacks have increased 72% during the pandemic. 

• Ransom demands rose 60% to $178k from Q1 to Q2.

• Business downtime now averages 16 days: 2+ weeks of operational disruption or 

impairment*.

• Remediation and recovery costs are growing with the use of new, more 

complex malware.

• Data exfiltration is increasingly used as a coercion tactic to encourage ransom 

payment.

• U.S. Treasury Department of the Office of Foreign Assets Control issued a 

statement regarding potential sanctions risks for facilitating ransomware payments 

60%

Ransom

demands

16.2 

Days

Q2 2020*

Coveware Q2 2020 Ransomware Marketplace report. https://www.coveware.com/blog/q2-2020-ransomware-marketplace-report

*Downtime metrics do not reflect the time an enterprise is 100% inoperable, but the time they are experiencing 

a material business interruption. Total time to recover from a ransomware attack is typically measured in 

months.

Largest demands 

are now in the tens 

of millions. 

2020 Cyber Threat Landscape:  Key Trends 

COVID-19 and Virtual Learning Environment 

• As the pandemic continues, many schools are operating partly or wholly 

online – adding new cyber threats that could lead to system shutdowns that 

freeze or interrupt the online learning environment 

• This risk is particularly acute for tuition-based schools, some of which are 

already struggling to remain financially solvent. Interruptions — especially 

lengthy ones — can lead students to question whether they should continue 

to pay tuition. Adverse events on campus, including network interruptions or 

data breaches following an attack, can also cause widespread reputational 

damage.

Targeted Attacks on Research 

• Targeted attacks where threat actors look to gain access to proprietary 

research information is a critical concern for many institutions

• In November 2019, Microsoft reported that foreign threat actors were 

specifically targeting research facilities that were developing COVID-19 

vaccine studies.  

Other Issues: Regulatory Environment, Silent Cyber, 

Contractual Risk, Firming Insurance Marketplace  
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Higher Education Cyber Risk Profile is Evolving 
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Changing Cyber Risk Profile 
for Higher Education 

Targeted 
Attacks on 
Research 

Information 

COVID-19 
and Virtual 
Learning 

Environments 

Ransomware 
Increasing 
Frequency 

and Severity 
Higher Education is at an inflection point with 

cyber risk

The way that institutions approach cyber risk in 
2021 will be, and should be different than it was in 

the pre-COVID-19 world. 
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Purchasing Trends for Higher Education
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Purchasing Trends for Higher Education 
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The number of companies purchasing cyber insurance continued to increase in 2019, driven by growing 

recognition of cyber threats as a critical business risk and appreciation for cyber insurance’s role in mitigating 

its economic impact. 
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Purchasing Trends for Higher Education 
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Trends: 

 Education has the highest cyber purchasing take 

up rate of all Marsh industry classes (74%).  This 

is 32% higher than the overall average take up 

rate

 Average cyber limits purchased in education are 

the lowest compared to all other Marsh industry 

classes 

 Average cyber limits have remained stagnant 

YOY for education 

Observations/Explanations 

 Education is embracing cyber as a strategic risk 

issue – and insurance is a part of that strategy 

 Institutions do not have an appetite to insure to 

catastrophic cyber risk and/or catastrophic cyber 

risk is difficult to quantify for education



MARSH JLT SPECIALTY

Quantifying Cyber Risk 
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Quantifying Cyber Risk – Asking New Questions
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Marsh has developed its Blue (i) analytics online 
platform to help organizations quantify the 
financial impact of cyber risk.  This new 
proprietary tool helps organizations optimize 
efficiency of risk transfer and balance sheet 
volatility, provides a helpful mechanism for 
board oversight to ensure the risk profile is 
appropriately protected, supports regulatory 
and compliance requirements, and helps 
support an enterprise risk management
approach to managing cyber risk

This sample report reflects a mid-sized 
institution with moderate PII and no affiliated 
health system  

The new cyber landscape and risk profile changes the way institutions need to look at cyber risk.  Quantifying ransomware situations and business 
interruption events can be equally as important as quantifying pure data breach.
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This document and any recommendations, analysis, or advice provided by Marsh (collectively, the “Marsh Analysis”) are intended solely for the 

entity identified as the recipient herein (“you”). This document contains proprietary, confidential information of Marsh and may not be shared 

with any third party, including other insurance producers, without Marsh’s prior written consent. Any statements concerning actuarial, tax, 

accounting, or legal matters are based solely on our experience as insurance brokers and risk consultants and are not to be relied upon as 

actuarial, accounting, tax, or legal advice, for which you should consult your own professional advisors. Any modeling, analytics, or projections 

are subject to inherent uncertainty, and the Marsh Analysis could be materially affected if any underlying assumptions, conditions, information, 

or factors are inaccurate or incomplete or should change. The information contained herein is based on sources we believe reliable, but we 

make no representation or warranty as to its accuracy. Marsh shall have no obligation to update the Marsh Analysis and shall have no liability to 

you or any other party with regard to the Marsh Analysis or to any services provided by a third party to you or Marsh. Marsh makes no 

representation or warranty concerning the application of policy wordings or the financial condition or solvency of insurers or reinsurers. Marsh 

makes no assurances regarding the availability, cost, or terms of insurance coverage. All decisions regarding the amount, type or terms of 

coverage shall be your ultimate responsibility. While Marsh may provide advice and recommendations, you must decide on the specific 

coverage that is appropriate for your particular circumstances and financial position. By accepting this report, you acknowledge and agree to the 

terms, conditions, and disclaimers set forth above.

Copyright © 2020 Marsh LLC. All rights reserved. 


